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tot R - Kr„ Armstrong 
through* ft/SPS - Hr* Polysoidaa 
From* R/SP3 - R* F. Packard 

Subject i BRDSA Conference on the Corsamications Security of SATO 
Countries 



The final session of the Conference van hell on Friday afternoon, 
12 June, at which tiae a corrected final trait of the inference Report 
was agreed* Ihe final Report will bo published and circulated within 
a few days* 

1* Ihe Conclusions and Re combs: idationa will be contained 
in the Report as paragraphs 2*>»3b* A copy of than is attached 
herewith as Enclosure 1* 

2* The proposed action to bo taken as a result of this 
Ccnf arenoe is described in paregm phs 18 through Zh of the 
Report* A copy of these paragraphs is attached terete 
as Enclosure 2* 

The following explanations may be of interest as regards the 
Conclusions i 

1* OOKIHT is described as a "potential source* of highly 
valuable Intelligence to the PSSR (Rare 2*0# and the daoage 
to the ssourity to the CS and 01 created by the availability 
of this CO MIgT to the TJ3SR is described as "potential danane* 

(Para ??) « I I 



EO 3.3(h) (2) 

PL 86-36/50 USC 3605 
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Ci NOE — 

be exploited effectively by the USSR except 2a that* esse* 
where tilt USSR participates diroctly In, or on effect 
diMotijr# the negotiations or arroncewsnto which the traffic 
concerns. Howevsr, both portlet agreed that, to long ot the 
eosmasiloatlons of NATO countries art vulnerable, they represent 
o valuable potential touroe of COXIST for the USSR sad, there- 
fore, reel potential damage to the security of the VS end UK. 



e° a, s(h) ( 2 ) U* In considering naans to correct violations of "C$SMI5?» 

pl 86-J6/5U use 3605 and "HA JO" oossranicatians security regulations it was felt that 

such viola tlaaa could not be dealt with effectively save by 



dealt vith ir. directly (Para 30a). 

$ t In selecting the existing eoseranieaticne security machinery 
of the RATO Standing Group as the instrumentality far Improving 
the national oomsunieaticne of SATO countries (Para 30c) the 
Conference was aware that the Standing Crop actually exercises 
authority only in the all itary sphere, but felt that its machinery 
was ea available and kecustamed Mans which could accomplish the 
improvement program boot and that the participating countries 
would likely agree to its use for this purpose. 

The following explanations nay be of interest as re arda the 
propcsed course of setioni 

1. She consensus of the Conference was that the initial 
abroach to the French Government (Para 18) should be at the 
diplomatic level. However, other means are available such as 
the existing contacts of tbs Tripartite Security Survey Working 
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Group, ft* Conf erased the details of the approach 

oould be worked oat beet \p tfSCIB snd LS2B # rather than 
attempting to reach eeoeible detailed oonelueione on thie 
aatter within the Halted tine era liable to the Conference 

iteelf • EO '3.3(h) ( 2 ) 

PL g' ; 6-36/50 use 3605 

2 9 The principle* which are to govern the Initial 
discussions with the French and the subsequent deal lng> 
with other RATO o centrist (Pares 18b and 22) are baaed on 
intelliganoe end general security considerations* In 
addition to being enumerated in paragraph 10 of the Report 
they are eunarlsed in Paragraph 29 of its Conclusions* 

3* 3RC&N and EUSB6 (Pare 19d) arc the specific subordinations 
of the MATO Standing Orotip in the oaRsmi cations security field 
which the Conference eel acted as ths Instru mentalities for dealing 
with all the NATO coca tries exospt Prance. I I 



L 



| the task of handling 
TDfTO countries noving been delegated 



to the VS Oovarnaent* 
this e valu ation for Europe®} 
to thof I Govsmsisnt* 

iu The Combined Working Group which is proposed (Pam 2k) 
would be a small, infomal body equating in the COMSEC field to 
the tripartite Security Working Oroxps in the general eecurity 
field* It would be concerned only with thie program for improving- 
the cosBunications security of SATO countries* 

The principal differences between the Conclusions of this Conference 
and the Conclusions of the Conference on French COMSEC in 1951 are as 

follows t 



EO 3.3 (h) (2) 

PL 86-36/50 USC 3605 



1* It is concluded now that A program for iaprovesaent should 
be undertaken with all NATO countries — not Just France — • and 
that this program should concern armed forces, as well as diplomatic, 
eoanaaU cations* (She 1951 Conclusions limited the program to 
French diplomatic communications*) 

2, It is c noluded now that the internal security of Franoe 
is a till inadequate, and that the internal security of other 
NATO countries ea must be aeseased aoourataly for want of adequate 
information. The internal security of other RATO countries cannot 
be assumed to be better than that of Franoe* Since it is alec 
concluded now that tha USSR could not compensate adequately 
through other sourest of intelligence for the potential value af 
COMrsT from the ooramnlostlooe of NATO countries, the inadequacy 
of int ernal security should not be a deterrent to undertaking a 
COtfSBO program as eoon as possible, so lone os there la no direct 
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EO 3.3 (h) (2) 

PL 86-36/50 USC 3605 



c; NOE 

oryptanalytio techniques* (lb 19?1 It was concluded that no step# 
shot^d b# taken pending an adequate improvement In the internal 
•woritjr of Francs.) 

3« . The resent Conference did not attecqit to roao h axaot 
conoloaloos aa to tha value to cither tha USSR oar the I “ 1 



fo--3:.3 (h) (2) 

PL 8 6-3 6750- JJSC 3605 



I It haa boon concluded, however, that thla 

vulnerability represents a rail potential danger to tha secur ity 
of tha VS and UK, (B> 1951 it van concluded that [ 



U» It la nov concluded that BRC8A GCWIHT success and 
cryptanalytic techniques ohoxild ;#t, end need net* bo revealed* 
(In 1951 it was concluded that | | 

j “ | It is concluded now 

tnat a successful prograe can bo undertaken now through COHSEC 
channels by appealing to the know-how and concern of France 
and certain of tho other NATO countries* (XQ 1951 It was 
concluded that a violent shock on the diplomatic level would 
be prerequisite to any success with the French, ) 



5* The present plan does not propose the provision of 
TfS equipment to HAT ' countries or the insertion of US or r K 
teebajjjft assistance within the cryptographic agencies of the 
NATO countries . (Both of these steps were considered prerequisite 
in 1951*) 



It is recoewended that the views of Lee Parfeeoftf '£T bo obtained 
prior to approving this Report in DSC IB. Lee Parke may desire to participate 
in drawing up the minimus ccorrunication security standards which are to bo 
used by SECAK as a basis fear dealing with the SATO countries* 

The corrected final draft Report of the Conference is forwarded 
herewith* It is requested that it be returned for file* 



fools 



As stated above 




